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ABSTRACT 

 

The background of this research is to analyze the maturity level of network service security using 

the COBIT 2019 framework with maturity levels. This research was conducted to determine the 

maturity level of network service security using the COBIT 2019 domain DSS05 framework. The 

research method used is descriptive quantitative with the 2019 cobit approach, DSS05 domain, 

DSS05.01 subdomain to DSS05.07 subdomain, using a maturity level. The data obtained from the 

results of the questionnaire based on the DSS05 sub domain include, 826 DSS05.01, 810 total 

DSS05.02, 820 total DSS05.02, 799 total DSS05.04, 762 total DSS05.05, 725 .06 DSS05, DSS05. 07 

is 782. Then it will be calculated using the maturity level formula and will get results that have been 

measured based on the DSS05 subdomain, the DSS05.01 subdomain index result is 3.67 at level 4, 

the DSS05.02 index result is 3.6 at level 3, the DSS05.03 index result 3.64 at level 4, DSS05.04 index 

result 3.55 at level 4, DSS05.05 index result 3.38 at level 3, DSS05.06 index result 3.22 at level 3, 

and DSS05 .07 result index of 3.47 at level 3. 

 

Keywords⎯ Analysis, Cobit, Network, Maturity, Security  

 

I. INTRODUCTION 

The use of information technology is 

currently growing rapidly in all fields, along 

with the increasing functional needs of the 

organization to achieve the desired goals (Putra, 

2022). Technological developments affect 

social, cultural and economic dynamics of 

society (Fitriani, 2018). Technology that is 

successful in supporting the dynamics of 

people's lives is getting better, with character 
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and strength (Rahmawati, 2008)). It is hoped 

that this increase will be able to develop in 

accordance with technological advances so as 

to support the intellectual abilities of the 

community to compete in the future. Discussing 

technological issues means discussing the 

development and progress of human 

civilization (Fitriani, 2018). The higher the 

human etiquette, the more it supports the ability 

to communicate and socialize. Technology and 

communication support products are currently 

growing rapidly in people's lives. Both in 

supporting work needs and personal needs. 

Information technology is a general term for all 

technologies that support humans in creating, 

changing, storing, communicating and or 

disseminating information (Fitriani, 2018). 

Investment in the field of information 

technology in an organization mostly aims to be 

able to make a positive contribution to the 

performance of individual members of the 

organization and its institutions. Information 

technology, especially computer technology, 

has the potential to improve individual and 

organizational performance, therefore many 

decision makers invest funds in information 

technology (Rahmawati, 2008). Besides that, 

the rapid development of information 

technology in the work environment has made 

the use of information technology an urgent 

problem (Rahmawati, 2008). 

The use of information technology is 

currently growing in all fields, along with the 

increasing functional needs of organizations to 

achieve goals (Putra, 2022). In government 

agencies the use of Information Technology is 

very important in supporting the effectiveness 

of public services so knowledge and efficient 

resources are needed (Agoan, 2017). Alignment 

between information technology management 

goals that match the vision, mission, and 

business goals and strategies must be 

considered.  In the use of information 

technology is closely related to the network. 

The internet network is currently being used by 

various groups of children, adolescents, to 

adults, even parents have all used the internet 

both for social networking, information search, 

and other needs related to the internet 

(Nurcahyo, 2020).  

Security on the network is very necessary, 

because computer users are very aware that the 

convenience of using computers in our daily 

lives is the most basic thing, because of its 

functions such as automation, aerospace, 

medicine and health, scientific research, 

criminal investigations and so on, computers 

have an important role irreplaceable (Munawar, 

2020). There is a lot of information in the 

industry that is highly confidential, because this 

information cannot be understood by irrelevant 

people, otherwise it will cause irreparable 

losses (Munawar, 2020). It is precisely because 

of the high confidentiality of computer 

information that some people with malicious 

intent have the idea of committing a crime and 

always hope to get some benefits from 

computer network security vulnerabilities. 

Computer network security technology 

continues to develop, and the criminal 

technology of these criminals also continues to 

develop (Munawar, 2020). There are important 

things that need to be done, namely doing a 

good job in preventing computer network 

security, to minimize the possibility of 

computer crime (Munawar, 2020). 

Computer network security does not 

consist of one aspect, but contains four 

important links: software, network hardware, 

Internet of Things services and shared 

resources. According to the definition of 

computer network security by the International 

Organization for Standardization, computer 

network security refers to the protection of 

hardware, software and data resources in a 

computer system from being destroyed, 

modified or security holes due to accidental or 

malicious reasons, so that the computer system 

continues to operate reliably, as well as regular 

computer services (Munawar, 2020). 

So it cannot be denied that the internet is a 

necessity for everyone. One of the Internet 
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Service Provider (ISP) users is Muhammadiyah 

Lamongan University. For an agency engaged 

in the education sector, which is not far from 

network services. To achieve this goal, it is 

necessary to evaluate it so that it can measure 

the maturity level of network service security 

and find out the level of the agency using a 

COBIT 2019 framework. COBIT (Control 

Objectives for Information and Related 

Technology), is one of the important standards 

and effective to apply. 

The Control Objective for Information and 

related Technology (COBIT) is a framework 

for the governance and management of 

enterprise information and technology. 

Enterprise information and technology refers to 

all information technology and processing 

implemented by the enterprise, not just by the 

information technology and department. The 

COBIT framework divides governance and 

management activities. 

According to COBIT, governance includes 

activities to ensure that stakeholder needs, 

conditions and choices are evaluated to 

determine appropriate business objectives, 

ensure direction is set by taking into account 

priorities and decision-making, and ensure that 

the performance and compliance of each 

element of the company is monitored based on 

agreed objectives. Meanwhile, management 

includes planning, building, executing and 

monitoring activities carried out in accordance 

with the directions set by governance in order 

to achieve company goals (ISACA, 2018). 

Updates to COBIT 2019 are based on 

COBIT 5, another authoritative source and will 

be supported in future by the user community. 

The COBIT 2019 product suite is open and 

designed for customization. COBIT 2019 

provides several publications including 

(ISACA, 2018): 1. COBIT 2019 Framework: 

Introduction and methodology. Explains the 

key concepts of COBIT 2019. 2. COBIT 2019 

Framework: Governance and management 

objectives. Describes the 40 core objectives of 

governance and management, existing 

processes, and other components. 3. COBIT 

2019 Design Guide: Designing technology and 

information governance solutions. Describes 

the design of factors that can affect governance 

and includes workflows for designing 

customized governance systems for enterprises. 

4. COBIT 2019 Implementation Guide: 

Implementing and optimizing technology and 

information governance solutions. This is a 

change from the COBIT 5 implementation 

guideline and the development of a road map 

for continuous improvement of governance. 

COBIT 2019 has two principles, namely 

principles that explain the core requirements of 

a governance system for technology and 

information companies and principles as a 

governance framework that can be used to build 

a governance system for companies. The 

following are COBIT 2019 principles as a 

governance system for technology and 

information companies: 

1. Companies need a governance system to 

meet stakeholder needs and generate value 

or benefits from the use of technology and 

information. 

2. Governance systems for enterprise IT are 

built from multiple components of various 

types and work together holistically. 

3. The governance system must be dynamic as 

the factor design changes. 

4. The governance system must clearly 

distinguish between governance and 

management structures and activities. 

5. The governance system must be adapted to 

the needs of the company using a series of 

design factors as parameters. 

6. The governance system should cover the 

entire company. 

 

The following are the 2019 COBIT 

principles as a governance framework that can 

be used to build a corporate governance system: 

1. The governance framework should be based 

on a conceptual model, identify the main 

components and the relationships between 

these components, and be able to maximize 
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optimization and deliver possibilities. 

automation 

2. The governance framework should allow for 

flexibility and openness. 

3. The governance framework can align 

standards, frameworks and key regulations 

as appropriate. 

COBIT 2019 divides the focus of 

objectives into two, namely governance and 

management objectives. From this goal is 

divided into five domains. In governance 

objectives, grouped in a domain named 

Evaluate, Direct and Monitor (EDM) which has 

5 core models. The EDM domain discusses the 

governance structure of evaluating strategic 

choices, directing senior management in 

making strategic choices and overseeing every 

achievement of the strategy. In management 

objectives, they are grouped into four domains, 

namely (ISACA, 2018): 

1. Align, Plan, and Organize (APO) discusses 

the overall organization, strategy, and 

supporting activities. There are 14 core 

models in the APO domain. 

2. Build, Acquire and Implement (BAI) 

discusses the definition of threats, results, 

and implementation of technology and 

information and ensures alignment between 

technology and information solutions and 

business processes. There are 11 core 

models in the BAI domain. 

3. Monitor, Evaluate, and Assess (MEA) 

discusses performance monitoring and 

conformity of technology and information 

with targets, internal goals and external 

needs. There are 4 core models in the MEA 

domain. 

4. Deliver, Service, and Support (DSS) 

discusses operational delivery of 

information technology and its supporting 

services. There are 6 core models in the DSS 

domain. 

Delivery, Service, and Support (DSS05) 

DSS05 is a process in COBIT 5 with a 

focus on managing security services in 

organizations to maintain information security 

risks within predetermined safe limits (ISACA, 

2012). Base Practices and Work Products based 

on the assessment of this process are 

Installation Operation Procedure Documents 

and Software Monitoring, data classification 

activities, Firewall & Antivirus Logs, Access 

Rights Operation Procedure Documents, 

Software Licensing Operation Procedure 

Documents and IT Security Operation 

Procedure Documents. In addition, there is also 

a data classification implementation that has 

been carried out but no written documents have 

been found explaining the data classification 

carried out by the company. 

Delivery, Service and Support (DSS), 

includes actual delivery, service or services, 

and support or provision of services for the 

business, including data management and 

information protection related to business 

processes. 

DSS is a COBIT 2019 domain that deals 

with operational IT, such as service delivery, 

security and continuity management, user 

service support, and data management and 

operational facilities. In a DSS domain there are 

sub-domains 

1. Protect against malware (DSS05.01) 

implement and maintain enterprise-wide 

preventive, detective and remedial measures 

to protect information systems and 

technology from malware. 

2. Manage network security and connectivity 

(DSS05.02) using security measures and 

related management procedures to protect 

information from all connectivity methods. 

3. Manage endpoint security (DSS05.03) 

provides assurance that endpoints (eg 

laptops, desktops and servers) are 

guaranteed to be at the same level or greater 

than the approved security requirements. 

4. Manage user identities and logical access 

(DSS05.04) to ensure that all users have 

information access rights according to 

business needs. They and coordinate with 

the business division that manages access 

rights. 
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5. Manage physical access to IT assets 

(DSS05.05) determine and implement 

procedures for granting, limiting and 

revoking access to physical buildings. 

Building conditions and areas according to 

business needs, including emergencies. 

Access to buildings, structures and areas 

must be justified, recognized, recorded and 

monitored. 

6. Manage sensitive documents and output 

devices (DSS05.06) install physical 

safeguards. In terms of documents related to 

the palace. So that all document output is 

standardized in security. 

7. Monitor infrastructure for security related 

events (DSS05.07) using intrusion detection 

tools, to monitor infrastructure for 

unauthorized access rights and ensure each 

event is integrated with event monitoring 

and event management. 

One of the measurement tools for the 

performance of an information technology 

system is the maturity level model, this type of 

maturity is used to control information 

technology processes with an assessment 

method with the aim that the organization can 

determine the maturity level of current 

information technology and the organization 

can continuously align and try to improve level 

up to the highest level so that the governance 

aspects of information technology run smoothly 

(Syaputra, 2020). 

This study aims to determine the level 

maturity of network services at the 

Muhammadiyah University of Lamongan, so 

that efforts in improve network services more 

controllable, effective, and efficient. IT service 

request if possible incidents in network 

governance universities as well as related 

security services system. Safety identification 

includes actions related to prevention, 

identification, and response to security threats 

system. 

II. METHOD 

A. Research materials and tools 

Research materials that will be used by the 

authors include the results of surveys and 

observations that have been made. These 

ingredients include: Muhammadiyah 

Lamongan University network data and 

network service security data at 

Muhammadiyah Lamongan University. 

In this study, the authors used research 

tools in the form: Questionnaire, Interviews 

with related parties (head of IT, IT staff) and 

Cobit Framework 2019. 

B. Research procedure 

In this study, the procedure for collecting 

information used as research material is: 

List of questions 

Questionnaires were carried out directly to 

related parties to find out how the level of 

maturity and security quality of network 

services at Muhammadiyah University 

Lamongan was, data collection used the 

questionnaire method by collecting data 

consisting of 35 questions based on the DSS05 

sub domain that had been created and addressed 

to 45 sources. people consisting of 3 IT people, 

17 lecturers and 25 students. From the 

questionnaire that has been distributed which is 

in accordance with the 2019 Cobit framework 

standard and is given an assessment with a 

Likert scale where in this questionnaire there 

are 5 assessments as in the following table: 

Table 1. Questionnaire Assessment 

Mark Category 

1 Don't agree 

2 Doubtful 

3 Agree 

4 Strongly agree 

5 Strongly disagree 

Interviews  

interviews were conducted to obtain 

information in the form of questions and 

answers with respondents as a support for the 

results of the questionnaire. 
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C. Research Flow 

To determine the maturity level of network 

service security, the authors use the method of 

quantitative descriptive analysis. Quantitative 

descriptive analysis method was used in this 

study to determine and explain the results of the 

questionnaires that have been distributed.          

(1) Identification of problems     

Problem identification is carried out to find 

or find out the security quality of network 

services, then look for the maturity level of 

network services that will be used as research 

objects using the cobit 2019 Domain DSS05 

framework. 

(2) Literature Study 

Literature study is carried out by looking 

for references to data sources in the form of 

journals, articles, books or other relevant 

sources related to the object of research. 

(3) Data Collection 

Data collection was in the form of 

interviews conducted to obtain more 

information about the object of research and 

questionnaires by making a list of questions 

based on the standards contained in the 2019 

COBIT framework regarding the maturity level 

of network service security. The selected 

respondents were 45 people, namely 3 IT 

people, 17 lecturers and 25 students. 

(4) Data Processing Maturity Level 

Table 2. Maturity level criterion value 

Level Criteria Information 

1 0,0 – 1,50 Initial 

2 0,51 – 2,50 
Managed and 

measurable 

3 2.51 – 3,50 Defined process 

4 3,51 – 4,50 
Managed and 

measurable 

5 4,51 – 5.00 Optimised 

 

Data processing in the form of data that has 

been obtained is then collected, is quantitative 

in nature by direct assessment of the relevant 

parties using a checklist with a Likert scale. 

After obtaining the total results for each DSS05 

sub domain, it will then be calculated using a 

maturity index which will determine the current 

maturity level and analyze the maturity level 

gap by calculating the current maturity level 

with the desired target. 

 

𝑀𝑎𝑡𝑢𝑟𝑖𝑡𝑦 𝑖𝑛𝑑𝑒𝑥 =
𝑡𝑜𝑡𝑎𝑙 𝑣𝑎𝑙𝑢𝑒 𝑜𝑓 𝑡ℎ𝑒 𝑎𝑛𝑠𝑤𝑒𝑟

𝑡𝑜𝑡𝑎𝑙 𝑣𝑎𝑙𝑢𝑒 𝑜𝑓 𝑡ℎ𝑒 𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛𝑛𝑎𝑖𝑟𝑒
 

 

According to (CMMI Product Team, 2010) 

the CMMI model places institutions at 5 

Maturity Levels or maturity levels in CMMI, 

namely: 

• Level 1: Initial or Initial process. In this 

condition, any institution at this level is an 

institution that has not implemented CMMI. 

• Level 2: Managed or Managed. Institutions 

have several processes that are often used in 

every development project, but there is no 

overall uniformity. 

• Level 3: Defined or Defined. The institution 

has carried out a defined process and all 

teams understand how the process should 

work. 

• Level 4: Quantitatively Managed or 

managed quantitatively. Institutions are 

increasingly structured and open with the 

existing system. They began to apply the 

concept of quantification in every process, 

and always monitored and controlled in 

every work process. optimization is 

constantly monitored and analyzed. So as to 

provide an optimal system. 

• Level 5: Optimizing or Optimizing. 

This level is the peak level in the CMMI 

model. At Maturity Level 5, an institution 

has achieved all of the specific and generic 

goals at Level 2, 3, 4, and 5. The focus on 

continuous process improvement through 

technological innovation and process  
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Figure 1. Maturity Level Scale 

 

Information : 

▪ Level 0: Non-existent: There is no related 

process at all. 

▪ Level 1: Initial/Ad hoc: The stage where 

management is aware of the importance of 

paying attention to related processes, but the 

implementation that occurs is still reactive, 

according to sudden needs that exist and is 

not organized. 

▪ Level 2: Repeatable but intuitive: The stage 

where management already has a pattern for 

managing related processes based on 

repeated experiences that have been done 

before. However, this pattern has not been 

standardized. 

▪ Level 3: Defined (Defined process): The 

stage where management has succeeded in 

creating and communicating related process 

management book standards even though it 

has not been carried out in an integrated 

manner. 

▪ Level 4: Managed and measurable: The 

stage where existing activities and standards 

have been formally implemented and 

integrated. And there are also indicators to 

measure performance progress 

quantitatively for management. 

▪ Level 5: Optimizing (Optimised): The stage 

where management has committed to the 

existing process so that it can become a best 

practice that is always being developed. 

III. RESULT AND DISCUSSION 

A. DSS05 Validation With Security Aspects 

This validation is a DSS05 analysis of the 

Cobit 2019 framework with security parameters 

namely Confidentiality, Integrity and 

Availability. DSS05.01 which protects against 

malicious software states that security 

validation is confidential, DSS05.02 processes 

network security and connectivity states that 

security validation is confidential, DSS05.03 

manages endpoint security states that security 

validation is confidential and integrity, 

DSS05.04 managing user identity and logical 

access stating that security validation is 

confidential and available, DSS05.05 managing 

physical access to assets and IT stating that 

security validation is integrity and availability, 

DSS05.06 managing sensitive documents and 

output devices stating that security validation is 

integrity, DSS05.07 manage vulnerabilities and 

monitor infrastructure for security-related 

events.  

Interview result 

Table 3. Security Aspect 

No DSS code C I A 

1 DSS05.01 ✓    

2 DSS05.02 ✓    

3 DSS05.03 ✓   ✓  

4 DSS05.04 ✓    

5 DSS05.05  ✓   

6 DSS05.06  ✓   

7 DSS05.07  ✓   
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Network Switch is a network component 

that has the function of connecting to several 

computer devices in several networks. This 

stage allows users to exchange data and 

information to the desired device. Then the 

Access Point functions as an internet signal 

generator, besides that it also functions as a 

comprehensive connectivity arrangement. In 

addition, the Network Server is a device that is 

useful for channeling wired to wireless 

connections. 

IT Backbone including the need for access 

to information is unavoidable with one another 

and is expected to be able to communicate well, 

for example students can access lecture 

information, academic services, payment status 

information and other activities that will always 

use information technology. Muhammadiyah 

Lamongan University is required to be able to 

serve the entire academic and non-academic 

community. The need to develop an IT 

backbone as the backbone of a computer 

network is absolutely necessary and really good 

because without a backbone, all internal and 

external communications can be disrupted. In 

addition, there are also the results of research 

interviews which reveal that the development of 

Muhammadiyah University of Lamongan 2019 

– 2024 leads to increased services in the field of 

Information Technology and the development 

of a world class university with a variety of 

information technology-based services. 

a. Information Technology Infrastructure 

Consolidation 

b. Improving services in the academic field 

based on information technology 

(cybercampus) 

c. Improving service facilities supporting the 

teaching and learning process by using e-

learning. 

d. Improving e-mail, blog and hosting facilities 

for the academic community. 

e. Providing the best graduates of 

Muhammadiyah Lamongan University with 

provision in the field of information 

technology through seminars, courses. 

f. Establish cooperation with information 

technology vendors such as Google, 

Microsoft, Cisco and other vendors related 

to information technology. 

 

B. Network Service Security Maturity Level 

The results of the questionnaire that has 

been given to the respondent and have been 

filled in by the respondent then get the results.  

Sub domain DSS05.01Protect against 

malicious software with the answer criteria that 

can be Strongly Agree frequency 9 and a 

percentage of 20%, Agree with a frequency of 

19 and a percentage of 42%, Doubtful with a 

frequency of 10 and a percentage of 22%, 

Disagree with a frequency of 5 and a percentage 

of 11%, Strongly disagree with a frequency of 

2 and a percentage of 4%. 

Sub domain DSS05.02 Manage network 

security and connectivity with the criteria for 

answers that can Strongly agree frequency 11 

and a percentage of 24% , Agree with a 

frequency of 14 and a percentage of 31%, 

Doubtful with a frequency of 14 and a 

percentage of 31%, Disagree with the 

frequency 4 and a percentage of 8%, Strongly 

disagree with a frequency of 2 and a percentage 

of 4%. 

Sub domain DSS05.03 Manage endpoint 

security with the answer criteria obtained 

Strongly Agree frequency 8 and percentage of 

17% , Agree with frequency of 19 and 

percentage of 42%, Doubtful with frequency of 

9 and percentage of 20%, Disagree with 

frequency of 8 and a percentage of 17%, 

strongly disagree with a frequency of 1 and a 

percentage of 2%. 

Sub domain DSS05.04 Manage user 

identity and logical access with the criteria for 

answers that can Strongly agree frequency 12 

and percentage as much as 27% , Agree with 

frequency 15 and percentage 33% , Doubtful 

with frequency 6 and percentage 13% , 

Disagree with frequency 11 and percentage 

24%, Strongly disagree with frequency 1 and 

percentage 2%. 
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Sub domain DSS05.05 Managing physical 

access to IT assets with the criteria for answers 

that can Strongly agree frequency 9 and 

percentage of 20%, Agree with frequency 15 

and percentage of 33%, Undecided with 

frequency of 8 and percentage of 18%, Disagree 

with frequency 12 and percentage 26%, 

Strongly disagree with frequency 1 and 

percentage 2%. 

Sub domain DSS05.06 Manage sensitive 

documents and output devices with the answer 

criteria that can Strongly agree frequency 8 and 

percentage as much as 18%, Agree with 

frequency 14 and percentage 31%, Undecided 

with frequency 5 and percentage 11%, Disagree 

with frequency 10 and percentage 22%, 

Strongly disagree with frequency 6 and 

percentage 13%. 

Sub domain DSS05.07 Manage 

vulnerabilities and monitor infrastructure for 

security-related events with the response 

criteria obtained Strongly Agree frequency 7 

and percentage of 15%, Agree with frequency 

of 16 and percentage of 36%, Undecided with 

frequency of 13 and percentage of 29 %, 

Disagree with a frequency of 8 and a percentage 

of 18%, Strongly disagree with a frequency of 

1 and a percentage of 2%. 

 

Table 4. Maturity Level Calculation 

DSS05 

subdomain 

total value of 

the 

questionnaire 

the total 

value of the 

answer 

DSS05.01 225 826 

DSS05.02 225 810 

DSS05.03 225 820 

DSS05.04 225 799 

DSS05.05 225 762 

DSS05.06 225 725 

DSS05.07 225 782 

 

Then the maturity index will be calculated, 

namely the number of answers divided by the 

total value of the questionnaire. And get the 

following results : 

 

Table 5. Current Maturity Index 

current maturity index 

DSS05.01 3,67 

DSS05.02 3,6 

DSS05.03 3,64 

DSS05.04 3,55 

DSS05.05 3,38 

DSS05.06 3,22 

DSS05.07 3,47 

 

From the data table above, we will compare 

the current maturity level with the maturity 

target of 5, then we will get a maturity gap as 

shown in the Figure 2 

The GAP maturity level above can then be 

analyzed so that the Maturity Level for each 

sub-domain is determined as shown in the table 

6. 

 

Table 6. Maturity Level sub domain DSS05 

Level 
Sub Domain 

DSS05 

Maturity 

Level 

4 DSS05.01 
Manage and 

Measurable 

3 DSS05.02 
Defined 

Process 

4 DSS05.03 
Manage and 

Measurable 

4 DSS05.04 
Manage and 

Measurable 

3 DSS05.05 
Defined 

Process 

3 DSS05.06 
Defined 

Process 

3 DSS05.07 
Defined 

Process 

 

Furthermore, the security level can be 

determined by the maturity level of all activities 

carried out in DSS05 as follows: 
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Figure 2: The GAP value is obtained from the target value minus the current maturity level. 

 

Maturity level DSS05 = 
𝑚𝑎𝑡𝑢𝑟𝑖𝑡𝑦 𝑙𝑒𝑣𝑒𝑙

𝑚𝑎𝑛𝑦 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑠
 

= 
(01)+(02)+(03)+(04)+(05)+(06)+(07)

𝐵𝑎𝑛𝑦𝑎𝑘 𝑃𝑟𝑜𝑠𝑒𝑠
 

= 
(3,69)+(3,6)+(3,64)+(3,55)+(3,38)+(3,22)+(3,47)

7
 

=  3,50 

 

So the achievement value of 3.50 indicates 

the maturity level in defined. This level means 

that the institution has implemented a defined 

process and all teams understand how the 

process should work. Uses organizational 

standards and adapts them to address project 

and job characteristics. Focus on achieving 

project objectives and organizational 

performance. 

 

C. Recommendations 

Based on the Gap analysis obtained from 

the results of the target level to be achieved and 

the level achieved in DSS05, as shown in 

Figure 4.1 Recommendations that can be given 

to improve the quality of the maturity level of 

network service security in the agency: 

1. Protecting from malicious software 

(DSS05.01) is at level 4, namely Managed 

and measurable in agencies that have carried 

out procedures properly and are capable of 

carrying out developments related to 

malicious software. 

2. Processing network security and 

connectivity (DSS05.02) is at level 3, 

namely Defined process in agencies that are 

already capable of carrying out 

developments related to network security 

and connectivity. Implement policies against 

threats that will arise to security 

connectivity. 

3. Manage endpoint security (DSS05.03) is at 

level 4, namely Manage and measurable for 

agencies that are able to carry out procedures 

very well and are able to carry out 

developments related to device operating 

systems in a safe way and evaluate the 

security of network services. 

4. Manage user identity and logical access 

(DSS05.04) is at level 4, namely Managed 

and measurable in agencies that are able to 

carry out procedures very well and are able 

to carry out developments related to access 

rights that each user has. 

5. Managing physical access to IT assets 

(DSS05.05) is at level 3, namely Defined 

process in agencies that are capable of 

carrying out developments related to 

physical security access. 

6. Manage sensitive documents and output 

devices (DSS05.06) are at level 3, namely 

Defined processes in agencies that are 

0
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5
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capable of developing physical safeguards in 

accordance with protection targets. 

7. Manage vulnerabilities and monitor 

infrastructure for security-related events 

(DSS05.07) is at level 3, namely the Defined 

process at the agency is capable of carrying 

out security-related developments that have 

been made when monitoring identifies 

potential security incidents. 

IV. CONCLUSION 

The quality of network service security at 

Muhammadiyah University of Lamongan has 

met security standards measured regarding the 

DSS05 analysis in the 2019 Cobit framework 

with security parameters namely 

confidentiality, integrity and availability. 

Information system security at this level is 

already good, but still requires innovation and 

development to be ready, fast and precise in 

handling security threats. Agencies must 

actively read security technology developments 

and all forms of threats. The maturity level of 

network service security using the Cobit 2019 

framework with a very good maturity level at 

Muhammadiyah University of Lamongan has 

been measured based on the DSS05 sub-

domain, DSS05.01 sub-domain with an index 

result of 3.67 indicating at level 4, DSS05.02 

with an index result of 3, 6 indicates at level 3, 

DSS05.03 with an index result of 3.64 indicates 

at level 4, DSS05.04 with an index result of 3.55 

indicates at level 4, DSS05.05 with an index 

result of 3.38 indicates at level 3, DSS05. 06 

with an index result of 3.22 indicates at level 3, 

and DSS05.07 with an index result of 3.47 

indicates at level 3. 
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